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Based on material from:

= “"Abstraction-Guided Synthesis of
Synchronization”, POPL'2010

= “Automatic Inference of Memory Fences”,
FMCAD'2010

= “Partial coherence abstractions”,
PLDI'2011



Machine-Assisted Programming

* let the machine perform certain programming tasks
* not only verify, but synthesize code

* help programmers
* code prototyping
* figure out tricky implementation details
* even discover new algorithms |

* emerging area: concurrency, automated education,
end-user programming, code search, etc...



Machine-Assisted Programming

* these lectures focus on concurrency

* but the ideas are more general

* concurrent programming is:
* error prone
* time consuming
* can lead to sub-optimal results



Challenge 1: Algorithm

synthesize that:

Discovery

bool add(int key) {
Entry *pred, *curr, *entry
restart:

locate (pred, curr, key)
k = (curr->key == key)
if (k) return false
entry = new Entry()
entry->next = curr
val=CAS (&pred->next,
(curr, 0),{(entry, 0))
if (wwval) goto restart
return true

bool remove (int key) {
Entry *pred, *c, *r
restart:

locate (pred, c, key)

k = (c->key # key)
if (k) return false
<r,m> = c->next

1lval=CAS (&c->next, (r,m),(r,1))

if (1lval) goto restart

pval=CAS (&pred->next, {(c,0),(r,0))
if (mpval) goto restart

return true

bool contains (int key) {
Entry *pred, *curr

locate(pred, curr, key)
k = (curr->key == key)
if (k) return false
return true

concurrent set based on a sorted singly linked list



Challenge 1: Algorithm Discovery

many more examples here:
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Challenge 2: System Programming

automatically discover all synchronization used in Linux:

 e.g.locks, fences, barriers,...

static void wa_urb_enqueue b{struct wa_ xfer =xfer)

{

int result;

unsigned long flags;

struct urb =urb = Xfer->urb;
struct wahc *wa = xfer->uwa; .
struct wusbhe *wusbhc = wa->wush: USB Driver
struct wusb_dev =yush_dew;
unsigned done;

result = rpipe_get_by_ep{wa, xfer-*ep, urb, xfer->gfpl;
if (result < @)
gote error_rpipe_get;
result = —-EHODEU;
/% FINHE: segmentation broken —- kills DWA =/
mutex lock{&wusbhc->mutex); f= get a WUSE dev
if {urb->dev == HULL) {
mutex unlock{&wusbhc->nutex};
goto error_deu_gone;
H
wush_dev = _ wusb_dev_get_by usbhb_dev{wusbhc, urb->deuv};
if {wusb_dev == HULL) {
mutex unlock{&wusbhc->mutex};
goto error_dev gone;
H

mutex _unlock({&wusbhc->mutex});




Starting Point

* synchronization is a central issue

e can we infer synchronization automatically ?
* kinds of synchronization ?
* scale of programs ?
* verification techniques ?



These lectures

» specific technical concept
* program analysis + discovery of synchronization

* applied to different settings
* atomicity / conditional critical regions
 weak memory models (e.g. AMD/Intel x86)
e deterministic programming (e.g. GPUs)



Flow

- Abstract Interpretation builds state space

@D — Synthesisalgorithm builds a repair formula

SAT solver finds minimal solutions

- = Implement solutions with synchronization




Lecture Objectives

e understand how it works

* understand limitations / what does not work yet

* be able to apply the ideas to a new domain



Plan

Setting

Program analysis by abstract interpretation

Synthesis based on abstract interpretation

Analysis + synthesis for weak memory models



Setting

The general case is as follows: given a program P and a
specification S, does program P satisfy specification S ?

?

—




Setting

If program P is infinite-state, and we want to answer the
question automatically, we need to over-approximate P

?

—




Setting

to over-approximate P, we need an abstraction o

?

—




Setting

given a program P, a specification S, and an abstraction o,
does program P satisfy specification S ?

?

=




Setting

a basic question in program analysis

?

=




Setting

but what if P does not satisfy S under abstraction o ?

o



Setting

refine abstraction o to a new abstraction o’

M=



Setting

modify program P to a new program P’
how ?

P'=S




Setting

weaken specification Sto S’
unclear to what, true is also a solution

PES’




Setting
PE S

l add abstraction (for automation)

=+ S

dify program
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can also combine steps



Plan

Setting

Program analysis by abstract interpretation

Synthesis based on abstract interpretation

Analysis + synthesis for weak memory models



Concrete Trace Semantics

= Trace semantics are the set of all finite program traces
starting from initial configurations

[Pl={c,-c,+.cic, [ n>1 A el AVie[0o,n-2]:c~c,,}

= ¢, - C,, isatransition from configurationc, to c,,
= Note that traces need not end in final configurations

= Traces are of finite length, but the number of initial
configurations can be infinite. Hence, an infinite number of
traces: computation is non-feasible

24



Properties

To check if P satisfies a property, check that all
sequences in [ P] satisfy the property

Problem: [[P] can be infinite (or very large)



Program Analysis: 2 approaches

IP] is generally not computable, so we can:

= Under-approximate
Pick a subset of [ P]]

= Over-approximate

Discover a superset of [P]]

Both approaches are useful in practice



Program Analysis: 2 approaches

-~

o

All behaviors in
the universe




Static Program Analysis:
Over-approximate [[P]

Automatically over-approximate [P] using a bounded
representation [P]#. Then, prove properties on [[P]*

+ property that holds in [P]# is guaranteed to hold in [[P]

[P]# may include behaviors that do not exist in [P]. So the
property may still hold for [[P],, even when it does not hold in

[P]*



The Beginning of Abstraction

Lets start with the trace semantics



Computing an Abstraction of [P]

@o (int 1) { \ X:=5 y:=7
(1, {imp42,x29,y>3}) = (2,{imp42, x5, y>3}) —

1: int x :=5; _ | =03 _ y 1= y+14
2 int v :=7; <3I{“_)[|'21X|_)51y|_)7}> - <41{|'—’42,X'—’5,Y'—>7}> -
1= i-15 goto 3°
3: if (1 > 0) | (5142, x5, y>81) - ( 6,{ir41, x5, y>8}) —
4. vy = vy + 1; = 03 y :=y+1*
5: l = 1 - l; <3/{|"’41/X"’5/Y"’8}> - <41{iH411 XHSI Y'—’8}> -
6: goto 3; _ =11 _ goto 3°
} (5i=41, x5, y>91}) - (6,{ir40, x5 y~9}) -
i =03
7. 0 < x + (3,{im40, x5, y»9}) - ( 4{i>40,x>5,y~>9}) — ...

4



Computing an Abstraction of [P]

@o (int i) { \
The property refers to program

l: int x :=5; states and not program traces

3. if (i > 0) | Enough to keep track of program
4: y =y + 1 states and not of program traces
5: 1 :=1 - 1;
6: goto 3; : : :

} This suggests our first abstraction




Computing an Abstraction of [P]

=

C)

int x :=5; [PI; =
int y :=7; {
(1, {im42, X9, y>31), (2, {im42, x5, y-31),
f = 0) (31im42, x5, y271),  4,{im42, x5, y-71),
I ' 1 (5,142, x5, y->81), ( 6,{i~41, x~5,y~81),
goto 3: (31i=41, x=5,y=81), ( 4{i41, x5 y=8}),
\ (5,{im41, x5, y~91), { 6,{i~40, x5, y~91),
(3,140, X=5,y>91), ( 4,140, x5, y~>91}),
0 < X + y | e
A
The set [P, contains all reachable states, but it lost the relationship
between states
The set [P]is infinite
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Computing an Abstraction of [P]

@o (int i) { \

1: int x :=5; [P]S=
2: int y :=7; §

(1, {i=42,x-9,y>31), (2, {im42, x5, y>31),

32 1F (12 0) (3,142, x5, y71 ), ( 4,1im42, x5, y>71),
SR AR (5,{im42, x5, y=81), ( 6,{i~41, x5, y~81),
o: gOtO 3,’ <3I{ “_)411 X'—>5, Y"’8 } > I < 41{ “_)411 X'—>5, YI—>8 } >I

} (5,{im41, x-5,y>91), { 6,{im40, x5, y-91),
(3,{iP40, x~5,y>91), ( 4{i~40,x~5,y~>g9})

=

* The set [P].is infinite
* Instead of keeping all values for a variable, abstract its values and

keep only the sign of the value, that is whether it is +,- or zero.
33



Computing an Abstraction of [P]

Recipe:

1. select/define an abstract domain
* selected based on the property you want to prove about P

2. define abstract semantics for the language w.r.t. to the domain
* prove sound w.r.t concrete semantics
* involves defining abstract transformers

3. iterate abstract transformers over the abstract domain
* until we reach a fixed point

the fixed point is the over-approximation (abstraction) of [[P]

34



Step 1: Select abstract domain

/ \ Abstract domain here is a cross-product
oo (int 1) A of sign-domain for each variable at each

l: int x :=5; label

2: 1nt y :=7; T

3: if (1 2 0) {

4: y =y + 1;

5: i =1 - 1; + -

6: goto 3;

}
7 0 < x + vy

1

What does + mean ?

35



Step 1: Select abstract domain

pc| X |y]| i + =
3: if (1 =2 0) { > |+ LT
4 y =y + 1;
5: i:=1 - 1; Example Abstract Element
6: goto 3;
\ 0

7
\_ % -
An abstract program state is a map from labels to
variables to elements in the domain




Step 2: Define Transformers

Cl X I Cl| X I
ﬁ)o (int 1) { \ P P Y
1 |?2|?7? 31?2 1(?2(?
l: int x :=5H; ( )
int y :=7; pc| x|y| i pc| x|yl i
4 21?217 7 21?72
3: 1if (1 =2 0) {
4 y =y + 1; ! |
5 1 :=1 - 1; STATEMENT/EXPRESSION
6 goto 3; ‘
} pc| x|yl i pc| x|y| i
7 0 £ x + vy 1 |?2|?]|7? 3?2?22
N -/
pc| X |y| i pc| x|y| i
4| 2|77 71?2 12]7?

An abstract transformer describes the effect of statement
and expression evaluation on an abstract state 4



Important Point

It is important to remember that abstract transformers
are defined per programming language once and for
all, and not per-program !

That is, they essentially define the new (abstract)
operational semantics of the language.

This means that any program in the programming
language can use the same transformers.



Step 2: Define Transformers

pc| x|y] i

pcC

pc| x

39



Step 2: Define Transformers

int x :=5;

int y :=7;

if (1 =2 0) {
y =y + 1;
i:=1 - 1;
goto 3;

pc| x

pcC

pc| x

+

4 . % %
pC y pCc| X
1 0 4
pC y pC| X
5 + 7

40



Step 2: Define Transformers

pc| x

pc| x

pcC

pc| x

42



Step 2: Define Transformers

@o (1nt 1) { \ PE I Pe| X 1Y)
1 (T |0|T 3 |0(T|T
1: int x :=5; ( )
int y :=7; pc| X|y| | pc| x|y| |
4 | T T 7 | T T
3: 1f (i =2 0) {
4: y =y + 1;
5: i =1 - 1;
6: goto 3; il 4 = vy + 1;
}
7. 0< x + v is this correct ? l

}
\ / pc| x|y| i pc| X|y| |

1 [T lofT 4T-T)
pc| x|y]| i pc| x|y]| i

42



Step 2: Define Transformers

X1y

int x :=5; ( )

2: int y :=7; pC Y|! pc Y|!
4 | T T 7 | T T

3: if (1 =2 0) {
4 y =y + 1; l
5: i =1 - 1;
6: goto 3; 4 vy = vy + 1;

}
7. 0 < x + y is this correct ? l

What does correct mean ?

43



Transformer Correctness

l: Int x :=5;
2: int y :=7; A correct abstract transformer
s if 20 should always produce results
4: oy o=y 4+ 1; that are a superset of what a
5: 1 :=1 - 1;
61 goto 3: concrete transformer

} (statement) would produce
7 0 < x + vy

44



Unsound Transformer

oY U1 b W

int x :=5;

int y :=7;

if (1 =2 0) {
y =y + 1;
i =1 - 1;
goto 3;

This abstract state:

represents infinitely many
concrete states including:

If we perform v := v + 1
to this concrete state, we get:

However, the abstract
transformer produces

an abstract state:

This abstract state does not

represent any state wherey =-2

The abstract transformer is

pcC

pcC

pcC

pcC

45



int x :=5;

int y :=7;

if (1 2 0) {
y =y + 1;
i =1 - 1;
goto 3;

How about this °?
pc| X pc| X |y| i
1 |T 3 (o |T|T
pc| X pc| X |y| i
4 | T 7 | T T
4 = v + 1;
_ 
This is correct, why? l
pc| x|y pc| x|yl i
1| T 4 - | T
pc| X pc| X |y| i
5 | T 7 |T T

JAS)



Step 2: Define Transformers

pc| x|y] i

pcC

pc| x

47



Step 2: Define Transformers

int x :=5;

int y :=7;

if (1 =2 0) {
y =y + 1;
i:=1 - 1;
goto 3;

pcC

pc| x

PC| XY
<: 1 0
PC Y
4 T

4 . % %
pC y pCc| X
1 0 4
pC y pC| X
5 T 7

48



Step 2: Define Transformers

pc| x|y] i

pcC

pc| x

49



Step 2: Define Transformers

l: int x :=5;
int y :=7; pc| X|y| | pc| x|y| |
4 | T|OfT 7 | T T
3: if (i 2 0) |
4 y 1=y + 1;
5: i:=1 - 1;
6: goto 3; 4 vy = vy + 1;

y X
1 |[T|OfT 4 | T|OolT
s this sound ? Yes . :
pc| x|y] i pc| x|y| i

s this precise ? No !

5o



Imprecise Transformer

oY U1 b W

int x :=5;

int y :=7;

if (1 =2 0) {
y =y + 1;
i =1 - 1;
goto 3;

This abstract state:

represents infinitely many
concrete states where vy is
always 0, including:

If we perform yv := y + 1

on any of these concrete states,
we will always get states where
y is always positive, such as:

However, the abstract
transformer produces
an abstract state where y can
be any value, such as:

The abstract transformer is

pcC

pcC

pcC

pcC




How about this

3: 1if (i 2 0) {
4 y 1=y + 1;
5 i =1 - 1;
6 goto 3;

}
7 0 < x + vy

Is this sound ? Yes
s this precise ?Yes !
Why ?

pc| x

pc| x

o

?

pcC

pc| x

y = Y
pC )4 pc| X
1 0 4
pc| x|y]| i pc| X
5 i 7

52



Abstract Transformers

It is easy to be sound and imprecise: simply output T

It is desirable to be both sound and precise.

If we lose precision, it needs to be clear why:

 sometimes, computing the most precise transformer
(also called the best transformer) is impossible

e for efficiency reasons, we may sacrifice some precision

53



Step 3: Iterate to a fixed point

[ Foo

(int 1) {
: 1nt x :=5;
: int vy :=7;
if (1 =2 0) {
y =y + 1;
i =1 - 1;
goto 3;

~

Start with the least abstract element

pc| x|y| i pc| x|y| i pc| x|y| i
A N B N e 2 (1 (1|1 3L (L|1L
pc| x|y| | pc| x|y| i | pc| x|y|i ||pc| x|y
41 (L] 1L 511 (L] 1 6 | L|L| L 7L (1] 1

L et us see a few iterations next

54




Step 3: Iterate to a fixed point

@o(inti){ \
1 (1 (L]1 2J_|J_J_ 3J_|J_J_
1l: int x :=5; ! b R

2: int y :=7;
3: if (1 =2 0) { 4‘1‘1‘1 S‘J.L.‘J. 6‘1‘1‘1 7‘J.‘J.‘J.
4. y =y + 1;
5: i:=1 - 1; ll
6: goto 3;
} int 1

~J

: acsert 0 £ x + vy l
L %

.



Step 3: Iterate to a fixed point
//;;o (int 1) {

1:
2

oy U1 Wb W

int x :=5;
int y :=7;
: 1if (1 2 0) {
y =y + 1;
i =1 - 1;
goto 3;

: acsert 0 £ x + vy

~

1 ‘J_‘J_‘J_ 2 ‘J_|J_‘J_ 3‘L|J_‘J_

v

4‘1‘1‘1 5 LLLL‘l 6 ‘l‘l‘l 7‘l‘l‘l

int 1

2 lJ_ ul 3 ‘1 ul

4‘J_|J_‘J. S‘J.‘J.‘J_ G‘J_‘J_‘J_



Step 3: Iterate to a fixed point

@O(inti){ \ -mm
1L |L|T 2 |1 (L] 1 3(1L L1
1: int x :=5; .... [ | = |
2: 1nt y :=7;
{ 4J._J.J. 511 (1|1 6 |1 (L] L 711(1] 1
1;

} 1: int x :=5H;

: acsert 0 £ x + vy l
L %

: 1f (4 2 0)
_l_

oY U1 b W

~J

.



Step 3: Iterate to a fixed point

//;;o (int 1) { ‘\\\
1L T 2Ll 3Lt

4‘1‘1‘1 5‘l‘l‘l 6|1 (L|L 7‘l‘l‘l

} 1: int x :=5H;

1LHT
4L|LL 500 (L]1

3: 1f (i =2 0) {
4 y =y + 1;
5: i =1 - 1;
6: goto 3;




Step 3: Iterate to a fixed point

@O o \ m-m
1 (1L |L|T 2 [+ |L| T 3|11 (1|1l
1l: int x :=5; , .... L
R m m mm
1 (1L 6 7
L if (12 0) 4 | 5J.VJ.J. J.VJ.J. ,J',J'J'
+ 17

oY U1 b W

~J

: acsert 0 £ x + vy l
L %




Step 3: Iterate to a fixed point

/ﬁ;o (int i) {

~

1Hl‘T

3‘1‘1‘1

1: int x :=5

2: 1nt y := FI*I'IFIW FI'IWI’I‘ FI*I‘I’I‘
3. if (1 2 0) { 4 l_l 1 5 l,l 1 6 l,l 1 77171 1
4 y =y + 1;

5: i =1 - 1; ll

6: goto 3;

J 2: int y :=7;

7: accert 0 £ x 4+ y l
U /
R

4‘thl 5‘lh|l 6‘lpli 7Llii|




Step 3: Iterate to a fixed point

@o (int i) {

: int x :=5;

: int vy :=7;

: 1f (1 2 0) {
y =y + 1;
i =1 - 1;
goto 3;

: acsert 0 £ x + vy

~

v

1 ‘J.‘J_‘T 2 ‘+ u T

4‘1‘1‘1 5‘l‘l‘l 6‘1‘1‘1 7‘l‘l‘l

3

1

f (1 2 0

)

.



Step 3: Iterate to a fixed point

//;;O o ‘\\\ FIHIWI*IW FI*IWI*IW
1| L(L|T 2 |+ (1| T 3 [+ |+
1: int x :=5; | || ..l
2: 1nt y :=7; m m
1Ll 6 7
L if (1> 0 4 | 5 l,l 1 l,l 1 ,l,l 1

3 2 0) |
4 y =y + 1;
5: i =1 - 1; l
6: goto 3;
J 3: 1if (1 =2 0)

(T

S‘J_IJ_‘J_ 6‘J_|J_‘J_ HEEs




Step 3: Iterate to a fixed point

@o (int 1) { HH

l1: int x :=5; 1J'|J'T +|J'T 3+|+T

. if (1 2 0) { 5|LL| L L]y
+ 1;

o l

J 4: y :=

Y
: acsert 0 £ x + vy l
\_ %

oY U1 b W

+ 1;

~J

.



Step 3: Iterate to a fixed point

1l: int x :=5; 1 J—IJ- T 2'+IJ_ T 3'+ l+ T
o FFIF‘FFI*‘F’**‘
: if (1 2 0) 5llll 6J.IlJ. 71+ |#-
+ 1;

1 l
| 4: vy 1=y
7: acssert 0 £ x + vy l

\ Y

‘*‘*I*L 6L|Jl 7]+ |+

oY U1 b W

+ 1;




Step 3: Iterate to a fixed point

@o (int 1) { \
. 1 J_|J_ T 2 +|J_ T 3 |+ |+ T
l1: int x :=5; - S B
2: 1nt y :=7; H
Cif 20 SR BRI A
+ 1;
t l

J 5: 1 i 1;

: assert 0 £ x + vy l
\_ %

oY U1 Wb W

~J

.



Step 3: Iterate to a fixed point

//;;o (1nt 1) { ‘\\\
) LT 2T 3 [T

: 1nt x :=5;
2: 1nt y :=7;

: 1f (4 2 0)
_I_

oy U1 b W

7: accert 0 £ x 4+ y

\_ v




Step 3: Iterate to a fixed point
//;;o (int 1) { ‘\\\

l: int x :=5;
2: 1nt y :=7;

: 1f (4 2 0)
_I_

oy U1 Wb W

7: accert 0 £ x 4+ y

\_ v




Step 3: Reached a fixed point

@o (int i) { \

pc| X |y| I pc| x|y]| I pc| X |

1: int x :=5; 1T >+ [l T 3+ |+|T
2: 1nt y :=7;

pc| X |y| | pC| X | pc| X l pCc| X|y| |
3: 1f (1 =2 0) { 4|+ |+ + 51+ | +| + 6+ |+T 7|+ |t
4: y =y + 1;
5: i =1 -1;
6: goto 3; U

}

7 0 < x + vy ANY STATEMENT

No matter what statement we execute
from this state, we reach that state

68



Step 4: Check property
@o (int 1) | \

1: 1

oY U1 b W

sign domain precise enough
to prove property



Lets change the property

foo (i1nt 1) {

pc| x|y]| i pc| X|y| i pc| xX|y| i

l: int x :=5;
2: int vy :=7; pc| x|y|i pc|x|y|i PCIX|Yy|T fpc|x|y]|]i
L |+ | +| + S|+ |+ + 6|+ |[HT 7 |+ | +] -
3: 1if (1 =2 0) {
4 Y = vy + 1; P ¥ (0 < x - y)
5 1 =1 - 1;
6 goto 3; P ok (0 < x - v)
} sign
7 i d . _ T
0 < x - vy sign domain precise enoug

) to spec

70



foo

NI

oY O b W

Lets change the property again

(int 1)

int x
int vy

pc| x|y]| i pc| X|y| i oJe i
1|1 (LT 2 [+ (LT 3 T
pC| X |Yy| I pC| X | pPC| XY
4 |+ | +]| + S|+ |+ + 6+ |+
P E(0<y-x v
P B (0 £y - x)

sign domain
to prove spec!!

71



Abstraction

* more abstract domains:
* |n exercises: parity, intervals,
e octagon, polyhedra, heap,...
e custom abstractions



Questions that should bother you

How do we describe abstract domains mathematically ?

How do we discover best/sound abstract transformers ?
What does best mean ?

What is the function that we iterate to a fixed point ?

How do we ensure termination of the analysis ?

&



Plan

Setting

Program analysis by abstract interpretation

Synthesis based on abstract interpretation

Analysis + synthesis for weak memory models



Recall our Setting
PE S

l add abstraction (for automation)

=+ S

restrict program

<€

N
U
QR =~

I
W

2

_ G

can also combine steps



Refine Abstraction

PrS
_>» Valid
Abstract
counter
example
_ Abstract
Abstraction
. > counter
Refinement
<JIILIP' "2

76‘



Refine Abstraction
PrS

v

PE S / \

/

Abstract
counter
example

l

_>» Valid

_ Abstract
Abstraction
. > counter
Refinement
example

Change the abstraction to match the program_ 4



Refine Abstraction or Repair Program
Pr S

¥
PE S

-~

Program

. Repair

Abstract
counter
example

l

Abstraction

. Refinement

~

PrS

\
PES

>.

Abstract

> counter
example

78‘



Refine Abstraction or Repair Program

Pr S
v

PE S /

Program

. Repair

Abstract
counter
example

l

Abstraction

. Refinement

~

PrS

\
PES

>.

Abstract

> counter
example

Change the program to match the abstraction 4



Refine Abstraction or Repair Program

PES Py S
v y
RES P'=S

Program

. Repair

Abstract
counter
example

l

&2 9

_ Abstract
Abstraction
. > counter
Refinement
example

Change the program to match the abstraction_ 4



Instantiate for Concurrency

Pr S

¥
PE S

-~

Program

. Restriction

Abstract
counter
example

l

Abstraction

. Refinement

~

Abstract

> counter
example
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Program

. Restriction

Abstract
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Abstraction

. Refinement

~

Abstract

> counter
example

Change the program to match the abstraction&‘



Instantiate for Concurrency

a T

¥
PE S

Program

. Restriction

Abstract
counter
example

l

Abstraction

Abstract

. Refinement

Change the program to match the abstraction,,

> counter
example
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Instantiate for Concurrency

Restrict the program by introducing synchronization

How to synchronize processes to achieve
correctness and efficiency?

84



Synchronization Primitives

= Atomic sections

= Conditional critical region (CCR)
= Memory barriers (fences)

= CAS

= Semaphores

= Monitors

= | ocks
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Synchronization Primitives

" Atomicsections
= Conditional critical region (CCR)

= Memory barriers (fences)

= CAS

= Semaphores

= Monitors

= Locks




Example: Correct and Efficient Synchronization with
Atomic Sections
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Example: Correct and Efficient Synchronization with

Atomic Sections
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Example: Correct and Efficient Synchronization with
Atomic Sections
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Example: Correct and Efficient Synchronization with
Atomic Sections
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Example: Correct and Efficient Synchronization with
Atomic Sections

/P1 0 P2() P3() \




Example: Correct and Efficient Synchronization with
Atomic Sections




Example: Correct and Efficient Synchronization with
Atomic Sections

Assist the programmer by automatically inferring
correct and efficient synchronization




Challenge

* Find minimal synchronization that makes the
program satisfy the specification

Avoid all bad interleavings while permitting as many
good interleavings as possible

= Assumption: we can prove that serial executions
satisfy the specification
Interested in bad behaviors due to concurrency

= Handle infinite-state programs



Abstraction-Guided Synthesis of
Synchronization

= Synthesis of synchronization via abstract interpretation

Compute over-approximation of all possible program
executions

Add minimal synchronization to avoid
(over-approximation of) bad interleavings

» Interplay between abstraction and synchronization
Finer abstraction may enable finer synchronization
Coarse synchronization may enable coarser abstraction
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Instantiate for Concurrency

Pr S

¥
PE S

-~

Program

. Restriction

Abstract
counter
example
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Abstraction

. Refinement

~

Abstract

> counter
example
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Instantiate for Concurrency

Pr S
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PE S /

Program

. Restriction

Abstract
counter
example
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Abstraction

. Refinement

~

Abstract

> counter
example

Change the program to match the abstractiongu



Instantiate for Concurrency

a T

¥
PE S

Program

. Restriction

Abstract
counter
example

l

Abstraction

Abstract

. Refinement

> counter
example

Change the program to match the abstraction_
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AGS Algorithm - High Level

Input: Program P, Specification S, Abstraction «

Output: Program P’ satisfying S under «

¢ = true

while (true) {

BadTraces = {n | © € ([P], n [¢]) and nm ¥ S }
if (BadTraces is empty) return implement (P, o)
select m € BadTraces
if (?) |

Yy = avoid(m)

if (y # false) @ = ¢ A VY

else abort

} else {

a’ = refine(a, =)

if (a’'# a) a = a'

else abort
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AGS Algorithm - High Level

Input: Program P, Specification S, Abstraction «

Output: Program P’ satisfying S under «

¢ = true

while (true) {

BadTraces = {n | © € ([P], n [¢]) and nm ¥ S }
if (BadTraces is empty) return implement (P, o)
select m € BadTraces
if (?) |
Yy = avoid(m)
if (y # false) @ = ¢ A VY
else abort

} else {

a’ = refine(a, m)
if (a’"# a) a = a’

else abort

} 102



AGS Algorithm - High Level

Input: Program P, Specification S, Abstraction a
Output: Program P’ satisfying S under a

¢ = true

while (true) {

BadTraces = {n | © € ([P], n [¢]) and nm ¥ S }

if (BadTraces is empty) return implement (P, o)
select m € BadTraces

if (?) |

Yy = avoid(m)
if (y # false) ¢ = ¢ A VY

else abort

} else {

a’ = refine(a, m)
if (a’"# a) a = a’

else abort
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AGS Algorithm - High Level

Input: Program P, Specification S, Abstraction «

Output: Program P’ satisfying S under a

¢ = true

while (true) {

BadTraces = {n | © € ([P], n [¢]) and nm ¥ S }

if (BadTraces is empty) return[implement(P,¢)]

select m € BadTraces

if (?) |

Yy = avoid(m)
if (y # false) ¢ = ¢ A VY

else abort

} else {

a’ = refine(a, m)
if (a’"# a) a = a’

else abort




Flow of Synthesis

- Abstract Interpretation builds state space

@D — Synthesisalgorithm builds a repair formula

SAT solver finds minimal solutions

- = Implement solutions with synchronization




Avoiding an interleaving
with atomic sections

= Adding atomicity constraints

Atomicity predicate [l1,12] — no context switch allowed

between execution of statements at [1 and |2

= avoid (m)

A disjunction of all possible atomicity predicates that

would prevent

/ Thread A Thread B
A1 Ba
A2 B2
n = A B,A B,
\av01d(n) = [A,,A)] V [B,B,]

~

4
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Avoid and abstraction

"y = avoid (n)

= Enforcing y avoids any abstract trace '
suchthat ' iy

= Potentially avoiding “"good traces”

= Abstraction may affect our ability to avoid a
smaller set of traces

o o @ N (o @ I
® o o ® o
® o6 ¢ ® o
® o ¢ ® o

\6 e o Y \6 ® 4




Example

T1

1:x+=72
2:X+=72

f(x) {

12

1: z++
2:z++

if (x==1) return 3
else if (x == 2) return 6

else return 5

}

T3

1:y1 =f(x)
2:y2 =X
[ 3: assert(yl I=y2) ]

108



Example: Concrete Values

Concrete values

T1

1:x+=2
2:X+=12

T2

1: z++
2: z++

T3

1:y1 =f(x)
2:y2=x
3: assert(yl |=y2)

f(x) {
if (x==1) return 3

~

else if (x == 2) return 6

else return 5

}

4

109



Example: Concrete Values

Concrete values

X += z; X += z; z++;z++;y1=f(x);y2=x;assert = y1=5,y2=0

T1

1:x+=2
2:X+=12

T2

1: z++
2: z++

T3

1:y1 =f(x)
2:y2=x
3: assert(yl |=y2)

f(x) {
if (x==1) return 3

else if (x == 2) return 6

else return 5

}

~

4
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Example: Concrete Values

Concrete values

X += z; X += z; z++;z++;y1=f(x);y2=x;assert = y1=5,y2=0

T1

1:x+=2
2:X+=12

T2

1: z++
2: z++

T3

1:y1 =f(x)
2:y2=x
3: assert(yl |=y2)

f(x) {
if (x==1) return 3

else if (x == 2) return 6

else return 5

}

~

4

alalal '



Example: Concrete Values

Y1

6
5 l—o%—.—?— X += z; X += z; z++;z++;y1=f(x);y2=x;assert = y1=5,y2=0
4

z++; X+=2; y1=f(x); z++; x+=z; y2=x;assert =» y1=3,y2=3

N

8s
A
|

R

¥
1

i

2 3 4 2

Concrete values

4 P

T1 T2 T3 f(x) {
if (x==1) return 3
1:x+=12 1: z++ 1:y1 =f(x) else if (x == 2) return 6
2:X+=12 2: z++ 2:y2=x else return 5
3: assert(yl !=y2) }

- 4
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Example: Concrete Values

Y1

N

R

ua
i+
|

¥
1

i

2 3 4 2

Concrete values

X += z; X += z; z++;z++;y1=f(x);y2=x;assert = y1=5,y2=0

z++; X+=2; y1=f(x); z++; x+=z; y2=x;assert =» y1=3,y2=3

T1

1:x+=2
2:X+=12

T2

1: z++
2: z++

~

T3 f(x) {
if (x==1) return 3
1:y1 =f(x) else if (x == 2) return 6
2:y2=x else return 5
3: assert(yl !=y2) }




Example: Concrete Values

Y1

N

R

ua
i+
|

¥
1

i

2 3 4 2

Concrete values

X += z; X += z; z++;z++;y1=f(x);y2=x;assert = y1=5,y2=0

z++; X+=2; y1=f(x); z++; x+=z; y2=x;assert =» y1=3,y2=3

T1

1:x+=2
2:X+=12

T2

1: z++
2: z++

~

T3 f(x) {
if (x==1) return 3
1:y1 =f(x) else if (x == 2) return 6
2:y2=x else return 5
3: assert(yl !=y2) }




Example: Parity Abstraction

Concrete values

4 p

T1 T2 T3 f(x) {
if (x==1) return 3
1:x+=12 1: z++ 1:y1 =f(x) else if (x == 2) return 6
2:X+=12 2: z++ 2:y2=x else return 5
3: assert(yl !=y2) }

N\ 4




Example: Parity Abstraction

Concrete values

X += z; X += z; z++;z++;y1=f(x);y2=x;assert = y1=0dd,y2=Even

T1

1:x+=2
2:X+=12

T2

1: z++
2: z++

T3

1:y1 =f(x)
2:y2=x
3: assert(yl |=y2)

f(x) {
if (x==1) return 3

else if (x == 2) return 6

else return 5

}

~

4
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Example: Parity

V%
|
1

Concrete values

~
[y

01 2 3 4

Abstraction

y2

Parity abstraction (even/odd)

X += z; X += z; z++;z++;y1=f(x);y2=x;assert = y1=0dd,y2=Even

-~

T1

l:x+=12
2:X+=2

\_

T2

1: z++
2: z++

T3

1:y1 =f(x)
2:y2=x
3: assert(yl |=y2)

f(x) {

}

if (x==1) return 3

else if (x == 2) return 6

else return 5

\

4



Example: Avoiding Bad Interleavings

¢ = true
while (true) {
BadTraces={n|ne ([P], n [¢]) and
T F S}
if (BadTraces is empty)
return implement (P, @)
select m € BadTraces
if (?) |
¢ = ¢ A avoid(m)
} else {

a = refine(a, m)




Example: Avoiding Bad Interleavings

¢ = true
while (true) {
[BadTraces={n|ne([Pﬂarﬂ [o]) an%J
T F S}
if (BadTraces is empty)

return implement (P, @)
select m € BadTraces
if (?) |
¢ = ¢ A avoid(m)
} else {

a = refine(a, m)




Example: Avoiding Bad Interleavings

¢ = true
while (true) {
BadTraces={n|ne ([P], » [eol)
T F S}
if (BadTraces 1is empty)

return implement (P, ¢) - x,:;il{/émmuﬁ
select m € BadTraces ‘ 222,
if (?) |
® = @ A avoid(m)
} else {
a0 = refine(a, m)

¢ = true




Example: Avoiding Bad Interleavings

¢ = true
while (true) {
BadTraces={n|ne ([P], N [ol)
T S )
if (BadTraces 1is empty)

return implement (P, ¢) - x,:;il{/émmuﬁ
select m € BadTraces ‘ 222,
if (?) |
® = @ A avoid(m)
} else {
a0 = refine(a, m)

¢ = true




Example: Avoiding Bad Interleavings

¢ = true
while (true) { 211, 112 |
BadTraces={n|ne ([P], » [eo]) and — O\
xt=z Szttt \y1=f1(x)
T S } \ )
1.3, <221, <122,
if (BadTraces 1is empty) 00E> ) (_oiEE> N O1OE>

return implement (P, @)
select m € BadTraces
1t (?) A
¢ = ¢ A avoid (m)

z++  \y1=f1(x) //:-:+=z

} else {

a = refine(a, m)

assert (y1 1=y2)

¢ = true @




Example: Avoiding Bad Interleavings

¢ = true
while (true) { 211, 112 |
BadTraces={n|ne ([P], » [eo]) and — O\
xt=z Szttt \y1=f1(x)
T S } \ )
1.3, <221, <122,
if (BadTraces 1is empty) 00E> ) (_oiEE> N O1OE>

return implement (P, @)
select m € BadTraces
1t (?) |
¢ = ¢ A avoid (m)

z++  \y1=f1(x) //:-:+=z

} else {

a = refine(a, m)

assert (y1 1=y2)

¢ = true @




Example: Avoiding Bad Interleavings

¢ = true
while (true) {

BadTraces={n|ne ([P], » [eo]) and > S

+=z z-::\yl=fl1,':-:')
n s ) \ : Y S
<212, 208 . e
1f (BadTraces 1is empty) \_DOOE> / \ OBOE> / AEE> @ \
return implement (P, ¢) =120 K Ji=fi0 ’ Y= 00 |x

select mw € BadTraces

j— f ( ? ) { z++  \y1=f1(x) //:-:+=z
¢ = ¢ A avoid (m) /
} else {

a = refine(a, m)

} \<+=z y2=f2(x) Szt assert (y1 1=y2)
™~
\A

avoid(m,) = [z++, z++] @ L BLLTE

assert (y1 1=y2)

¢ = true @




Example: Avoiding Bad Interleavings

¢ = true
while (true) {
BadTraces={n|ne ([P], » [eo]) and
T ¥ S }
if (BadTraces 1is empty)
return implement (P, @)

select mw € BadTraces

pd
. /
1t (?) | \tjgzéfmmMﬁ =1 \x
® = ¢ A avoid (m) cagg coaa O
\

(
} else { h
a = refine(a, m)
}
}
avoid(m,) = [z++, z++] 22T, \ 2ATT>

assert (y1 1=y2)

Q@ = [z++, z++] @




Example: Avoiding Bad Interleavings

¢ = true
while (true) {
BadTraces={n|ne ([P], » [eo]) and

T S } \ i
if (BadTraces is empty) (_oooe> ) (_aooe- ) (aie
return implement (P, @) - x,:;il{/ﬁﬁmuﬁ

select m € BadTraces & <222 "\ ¢
it (?) |

® = @ A avoid(m)
} else {

0 = refine(a, ™)
}

assert (y1 1=y2)

sokbac

S <324,
L24TT>

assert (y1 1=y2)

Q@ = [z++, z++]




Example: Avoiding Bad Interleavings

¢ = true
while (true) {
BadTraces={n|ne ([P], » [eol) and

T S} \ §
if (BadTraces is empty) (_oooe> ) (_aooe- ) (aie
return implement (P, @) - ﬁ,i/jtﬂ(/ﬁﬁmuﬁ

select m € BadTraces ezta N (T eaza N
it (?) |

® = @ A avoid(m)
} else {

0 = refine(a, ™)
}

assert (y1 1=y2)

Q@ = [z++, z++]




Example: Avoiding Bad Interleavings

¢ = true
while (true) {
BadTraces={n|ne ([P], » [eo]) and

T S } \ §
if (BadTraces is empty) (_oooe> ) (_aooe- ) (aie
return implement (P, @) - ﬁ,i/jtﬂ(/ﬁﬁmuﬁ

select m € BadTraces Cears Ny (Cezza Y ¢
it (?) |

® = @ A avoid(m)
} else {

0 = refine(a, ™)
}

assert (y1 1=y2)

Q@ = [z++, z++]




Example: Avoiding Bad Interleavings

¢ = true
while (true) { ( =2
BadTraces={n|ne ([P], » [eo]) and ; :: //;/'“
if (BadTraces 1is empty) (eoce> ) (ooox- ) (e
return implement (P, @)
select m € BadTraces
1f (?) |
¢ = ¢ A avoid (m)
} else {

a = refine(a, m)

assert (y1 1=y2)

sokbac

S <324,
L24TT>

assert (y1 1=y2)

Q@ = [z++, z++]




Example: Avoiding Bad Interleavings

¢ = true
while (true) {
BadTraces={n|ne ([P], » [eo]) and
T ¥ S }
if (BadTraces 1is empty)
return implement (P, @)

select mw € BadTraces

Y () /( \/1 () |
' > .
1 f ( ? ) { 1//\]2=f20:} 244 ‘/ ]
® = ¢ A avoid (m) SN A
.

(
} else { h
a = refine(a, m)
}
}
avoid(m,) =[x+=z,x+=2] y 2T

assert (y1 1=y2)

Q@ = [z++, z++]




Example: Avoiding Bad Interleavings

¢ = true
while (true) {
BadTraces={n|ne ([P], » [eo]) and
T ¥ S }
if (BadTraces 1is empty)

. o AN
return 1mplement (P, @) g Ve =R
select m € BadTraces § fﬁEi,\ <222
if (2) | 1/
¢ = ¢ A avoid (m) (<223 Somm S
} else { \ AOE> /N A Ry
\
a = refine(a, m)
}
}
avoid(m,) =[x+=z,x+=2] y 2T

assert (y1 1=y2)

¢ = [z++,z++]A[xX+=2,x+t=2]



Example: Avoiding Bad Interleavings

¢ = true
while (true) {
BadTraces={n|ne ([P], » [eo]) and
T S )
if (BadTraces 1is empty)
return implement (P, @)

select m € BadTraces

1f (?) |

¢ = ¢ A avoid (m)
} else {

a0 = refine(a, m)

assert (y1 1=y2)

¢ = [z++,z++]A[xX+=2,x+t=2]



Example: Avoiding Bad Interleavings

¢ = true
while (true) {
BadTraces={n|ne ([P], » [eo]) and
T F S}
1f (BadTraces 1is empty)
return implement (P, @)
select m € BadTraces
1f (?) |
¢ = ¢ A avoid (m)
} else {

a = refine(a, m)

} assert (y1 1=y2)
. A

<3,3,3, < <324, e
22TT> L2111

assert (y1 1=y2)

O = [z++,z++]A[X+=2,x+=2] @




Example: Avoiding Bad Interleavings

¢ = true
while (true) {
BadTraces={n|ne ([P], n [¢]) and
T F S}
ﬁ (BadTraces 1is empty) ]

return implement (P, @)
select m € BadTraces
if (?) |
¢ = ¢ A avoid(m)
} else {

a = refine(a, m)




Example: Avoiding Bad Interleavings

T1
¢ = true
while (true) { EX+= 7
BadTraces={n|ne ([P], N [¢]) and 2 ¥ 4= 7
n B S )
if (BadTraces is empty)
return[implement(P,@)] T2
select m € BadTraces
if (?) | 1: z++
¢ = ¢ A avoid (m) [:;:Z++
} else {
a = refine(a, m) T3
}
J 1: y1 = f(x)
2:y2 =X

3: assert(yl I=y2)




Example: Avoiding Bad Interleavings

parity

Tl x+=z
X+=z

T2 z++;
Z++:

T3 yl=f(x)
y2=x
assert

yll=y2
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Example: Avoiding Bad Interleavings

parity parity

Tl x+=z Tl x+=z;
X+=z X+=2

T2 744 T2 [z++;
Z++; Z++;

T3 yl=f(x) T3 yl=f(x)
y2=x y2=x
assert # assert

yll=y2 yll=y2

y2 01 2 3 4




Example: Avoiding Bad Interleavings

parity parity

Tl x+=z T1 x+=z;
X+=2 X+=2

T2 744 T2 [z++;
Z++; Z++;

T3 yl=f(x) T3 yl=f(x)
y2=x y2=x
assert # assert #
yll=y2 yll=y2

y2 01 2 3 4




Example: Avoiding Bad Interleavings

arit arit arit
parity parity [ve parity /
| | |
T1 xt=z; T1 x+=z; 6 T1 [x+=z; 6
X+=2 X+=z 5 X+=2Z 56 ‘ b_
T2 z++; T2 [z++; 4 T2 [Z++; 4
Z++; Z++; ] Z++; 3 ‘ . ‘
T3 yl=f(x) T3 yl=f(x) X T3 yl=f(x) >
y2=x y2=x y2=x
assert # assert 1 # assert 1’ ’ ?_
yll=y2 yll=y2 yll=y2
y2 01 2 3 4 O 1 2 3 4




Example: Avoiding Bad Interleavings

arit arit arit
parity party x v
| | |
T1 xt=z; T1 x+=z; 6 T1 [x+=z; 6
X+=2 X+=z 5 X+=2Z 56 ‘ b_
T2 z++; T2 [z++; 4 T2 [Z++; 4
Z++; Z++; ; Z++; 3 ‘ ‘ .
T3 yl=f(x) T3 yl=f(x) X T3 yl=f(x) >
y2=x y2=x y2=x
assert ‘ assert 1 # assert 1’ ’ ?_
yll=y2 yll=y2 yll=y2
y2 01 2 3 4 O 1 2 3 4

But we can also refine the abstraction...




parity parity parity
| | |
Tl x+=z; Tl x+=z; T1 [X+=Z; 6
X+=z X+=z X+=2 56 ‘ 6_
T2 z++; T2 [z++; T2 [z++; A
Z++; zt++, Z++;
’ ’ 30T T 6
T3 yl=f(x) T3 yl1=f(x) T3 yl=f(x) 2.
y2=x y2=x y2=x
assert assert # assert 1’ ? ?—
yll=y2 yll=y2 yll=y2
y2 0 p) A
(a) (b) (€)
interval interval ‘/
Tl x+=z; 6 Tl x+=z;
X+=z7 5 X+=z
T2 z++ 4 T2 [Z++;
Z++; Z++]
T3 yl=f(x) 3 T3 yl1=f(x)
y2:x 2 y2:X
assert 1 # assert
yll=y2 yll=y2
(d) (&) °r 234
octagon octagon
Tl x+=z; 6 Tl x+=z;
X+=z 5 X+=z
T2 z++ A T2 z++,
Z++; 3 Z++;
T3 yi=fe) T3 [ylzf(x)
y2=X y2=x
assert 1 # assert
yll=y2 yll=y2

(f)

01 2 3 4

(9)




AGS Algorithm - More Details

Input: Program P, Specification S, Abstraction a

Output: Program P’ satisfying S under a

¢ = true

while (true) {

BadTraces = {n | © € ([P], »n [¢]) and nm ¥ S }

if (BadTraces is empty) return implement (P, o)

[Select T € BadTraceS]

1t (?) |

Yy = avoid(m)
if (y # false) @ = ¢ A VY
else abort
} else {
a’ = refine(a, m)
if (a’"# a) a = a’

else abort




AGS Algorithm - 1ls

Input: Program P, Specification

Output: Program P’ satisfying S

¢ = true

while (true) {

BadTraces = (& I[n e ([P], F\[@ﬂﬂ and © ¥ S }

if (BadTraces is empty) return implement (P, o)
select m € BadTraces
1t (?) |

Yy = avoid(m)

if (y # false) @ = 0 A VY

else abort

} else {

a’ = refine(a, =)

if (a’'# a) a = a'

else abort
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while (true) {

BadTraces = {n | © € ([P], » [o]) and

)

1if (BadTraces 1s empty) return implementiiP
select m € BadTraces
1t (?) |
Yy = avoid(m)
if (y # false) ¢ = 0 A
else abort
} else {
a’ = refine(a, m)
if (a’'# a) a = a'

else abort
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if (BadTraces is empty) return implement (P, o)

select m € BadTraces

Yy = avoid(m)
if (y # false) ¢ =
else abort
} else {
a’ = refine(a, =)
if (a’'# a) a = a'

else abort




AGS Algorithm - More Details

Input: Program P, Specification S, Abstraction a

Output: Program P’ satisfying S under a

¢ = true

while (true) {

BadTraces = {n | © € ([P], »n [¢]) and nm ¥ S }

if (BadTraces is empty) return|implement (P, o)

select m € BadTraces
1t (?) |
Yy = avoid(m)
if (y # false) @ = 0 A VY
else abort

} else {

a’ = refine(a, m)
if (a"# a) a = a’

else abort




